Moving Beyond Risk Registers

Idea In Short

Keep your risk register, but stop treating it as your risk strategy. A register records threats
and owners, yet its low, medium and high scores hide differences in cost, recovery time and
links between risks. Ask instead which uncertainties could change the outcome of a specific
decision, such as an expansion, an acquisition or a supplier change. Model financial
outcomes under several assumptions, build scenarios in which risks occur together, and
monitor a small set of indicators tied to your most consequential exposures. Sort risks into
those you can reduce, transfer or accept, and decide how much uncertainty the
organization can absorb. Judge the framework by whether decisions improve, not by how
many threats it lists.

A risk register can tell executives what might go wrong. It rarely tells them what to do when
several things go wrong at once. Most firms keep some form of risk record. They list
threats, give each a score for chance and impact, name an owner and review the controls
from time to time. On paper, this shows who is accountable and proves the firm has thought
about its problems. Yet a finished register is not the same as a working risk strategy. Money
pressure, supplier ties, new technology and market shifts all affect one another. A risk that
looks small on its own can turn serious when it meets other setbacks. Leadership teams
need to go past listing uncertainty and learn how different risks shape decisions, resources
and long-term results.

Why risk registers create false confidence

A register is a reasonable starting point, because it collects information and assigns
responsibility to specific individuals. Trouble begins when a firm treats it as a full decision
tool. Many registers rest on judgment calls about chance and impact. A money risk may get
a medium score because its first effects seem manageable, while an operations risk gets a
high score because it feels more urgent. Those labels can hide big differences. As a
hypothetical example, two risks rated medium could differ sharply: one costs $200,000 and
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clears in two weeks, while the other costs $2 million and takes six months to recover from.
The register would show them as equals. Static scores also deteriorate over time. A supplier
failure that seemed unlikely six months ago may look far more likely once politics or industry
capacity change.

Robert Kaplan and Anette Mikes wrote in Harvard Business Review that risk management is
too often treated as a compliance issue. They argue that rules-based risk management will
not cut the chance or the impact of a disaster such as Deepwater Horizon.1 Registers are
not the problem. They lose value when labels take the place of deeper analysis.

Connecting risk to strategic decisions

Risk matters to strategy when a firm sees how uncertainty touches its goals. Take a
company that plans to expand abroad. It must look past rules and daily operations. Currency
swings, supplier reliability, financing costs and shifts in customer demand can all decide
whether the investment still pays. Effective business risk management ties these exposures
to choices about capital, growth and priorities.

The International Organization for Standardization [ISO] describes its risk standard as
guidance on principles, a framework and a process for organizations of any size or sector. It
says the standard can improve the odds of meeting objectives and help firms spot
opportunities and threats.2 Instead of asking which risks earn the top scores, leaders can
ask which uncertainties could change the result of a decision. That question also sorts risks
into three groups:

e Risks the firm can reduce
¢ Risks the firm can transfer

* Risks the firm can accept

The goal is not to remove uncertainty. It is to know how much uncertainty the firm can
absorb while it pursues its goals.

Quantitative analysis beyond risk scores

Risk matrices often squeeze uncertainty into three bands: low, medium and high. The bands
help people talk, but they miss the range of possible money outcomes. Quantitative methods
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let a firm test how different assumptions change losses, cash flow and capital needs. A
company that studies supply chain disruption could model late deliveries, backup suppliers
and rising transport costs. It could then compare money results across these cases instead
of giving one impact score.

Actuarial analysis for risk-related decision-making adds another view. The actuarial firm
Lewis & Ellis explains that actuaries use probability, statistics, past data and predictive
models to estimate how risks could affect a firm's finances. Bank regulators use the same
discipline. The Federal Reserve runs annual stress tests that show how a hypothetical
recession would affect the capital ratios of large banks, using at least two scenarios.3 These
methods do not remove forecast errors. Their value lies in making assumptions plain and
showing how far results move when conditions change. A simple sensitivity test illustrates
the point: a team can vary one input, such as the length of a supplier delay, and record how
cash flow responds. If a small change in that input produces a large change in the result, the
team has found an assumption worth watching closely. A color-coded matrix cannot reveal
that relationship, because it records a single judgment and hides the arithmetic behind it.

Scenarios that reflect how problems interact

Many disruptions turn serious because several risks hit at once. A technology failure might
halt operations, delay customer orders and add unplanned costs. If the firm already feels
cash pressure, the combined damage can far exceed the first incident. Scenario planning
lets a business explore these links before trouble arrives. Pierre Wack began developing the
method at Royal Dutch Shell in 1971. It presents several alternative futures and the paths that
lead to them, not one exact picture.4

Instead of studying each threat alone, a firm can trace how events might spread across
departments, suppliers and money systems. The Enterprise Risk Management Initiative at
North Carolina State University explains how the Committee of Sponsoring Organizations of
the Treadway Commission [COSO] framework ties risk assessment to strategic goals,
performance and ongoing review. This wider view helps leaders treat risk as part of the
business model, not as a pile of separate operating worries. It also makes contingency plans
more practical, because the firm can see which dependencies would make a disruption
worse.

Continuous monitoring
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An annual review may satisfy internal reporting, but it can leave a firm acting on stale
information. Market conditions, supplier performance, money exposures and technology
weaknesses can all change between formal reviews. Continuous monitoring spots
meaningful changes and prompts a fresh look at old assumptions. A firm might track a short
list of indicators:

Supplier delivery performance

Customer concentration

Liquidity indicators

Cybersecurity incidents

A shift in any of these can show that an exposure once seen as acceptable now needs
attention. The National Institute of Standards and Technology's guidance on continuous risk
monitoring describes ongoing checks of control effectiveness, analysis of monitoring results
and reports on the security and privacy posture to management. That framework centers on
technology risk, yet the idea applies more widely: risk assessments grow more useful when
they respond to changing conditions. The aim is not to watch every possible signal. It is to
pick the few measures that reveal the firm's most important uncertainties. Each measure
should come with an agreed trigger, meaning a level at which someone must review the
related risk and decide whether to act. Without a trigger, a dashboard becomes another
report that people glance at and forget, whereas with one, monitoring becomes a prompt for
a decision.

Changing management thinking

Moving past risk registers does not mean dropping them. It means seeing documentation as
one part of good risk management. Firms need to link risk information to financial analysis,
strategic planning, operating dependencies and ongoing performance measures. That calls
for different questions from leaders. Instead of asking only whether risks are recorded, they
should ask how uncertainty affects business decisions and whether current controls still fit.
A mature approach also accepts that no one can predict every risk accurately. Good risk
management prepares for several possible outcomes and evaluates the consequences of
being wrong. A practical way to begin is to choose one upcoming decision, such as a new
market, a major supplier contract or a large capital purchase. The team lists the uncertainties
that could change the result, builds two or three scenarios around them and agrees which
indicators to follow. After the decision, the team compares what happened with what it
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assumed and updates the register accordingly. That feedback loop keeps the register useful
because actual business choices continually supply it with new information. In the end, a
framework earns its value not from the number of threats it lists but from whether the firm
decides better because it understands them.

e 1Managing risks: A new framework
21S0O 31000 - Risk management
3Federal Reserve Board - Stress tests

4Scenario planning

Summary

A risk register shows what might go wrong, but it rarely shows what to do when several
things go wrong at once. Leaders get more from a register when they connect it to decisions
about capital, growth and operations, test assumptions with quantitative models, explore
how risks combine in scenarios and monitor the indicators that matter most. None of these
steps replaces the register; they complete it. Some risks cannot be predicted accurately, so
good practice prepares for multiple outcomes and weighs the cost of being wrong. The
measure of a risk framework is not the number of threats it identifies but whether the

organization makes better decisions because it understands them.
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